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XaHOH, » HoaGpa 2006 roaa 



YBa^caeMaH flocon IllBa6! 



B 3HaK npn3HaHHH Hauiero B3aHMHoro o6*i3aTejibCTBa no oGecneneHHio 
pe^CHMa HanGojiee SnaronpHHTCTByeMOH Hau.HH h Hau,HOHajibHoro pe^cHMa no 
OTHOIH6HHK) k 3KcnopTy c TeppHTopHH Haumx cTpaH h o6a3aTejibCTB Cornaniemra o 
BceMHpHOH ToproBOH OpraHH3aHHH (BTO), hm&o necTb no,n,TBep,n,HTb to, hto 
fleneraHHA FIpaBHTejibCTBa Pocchhckoh Oe^epanHH h flejierauiw ripaBHTejibCTBa 
CoeAHHeHHbix IllTaTOB AMepHKH aocthtjih noHHMaHHH b OTHomeHHH cjie^yiomnx 
npHHnnnoB, KOTopbie GyAyT npHMeH^Tbca npn ycTaHOBJieHHH npone^yp 
HMnopraoro jiHu,eH3HpoBaHM TOBapoB, co£ep}KamHX niH^poBajibHbie cpe^cTBa: 

1(a) npaBHTenbCTBO Pocchhckoh OeflepaHHH 6y,n,eT npHMeHATb moSbie 
npoHeflypbi hjih flpyrne TpeGoBaHHji, oTHocamnecfl k HMnopTHOMy 
jiHHeH3HpoBaHHK> TOBapoB, co,n,ep)KamHx uiH(|>pOBajibHbie cpe^cTBa, Ha 

HeAHCKpHMHHaHHOHHOH OCHOBe B COOTBeTCTBHH CO CTaTbHMH I H III TATT 1994. 

Ilpone^ypbi, oTHOcjimHecfl k HOTH(j)HKaHHH, 3KcnepTH3e, nojiyneHHio pa3pemeHHa h 
jiHneH3HpoBaHHK> TOBapoB, coAep>KamHx uiH(]3pOBajibHbie cpe^cTBa, h npouecc no 
HCKnioHeHHK) TOBapoB 6y,nyT TpaHcnapeHTHbiMH h npeACKa3yeMbiMH h He GyAyT 
ycTaHaBUHBaTb HeonpaBAaHHbie h o6peMeHHrejibHbie TpeGoBaHHa Ha AaHHyio 
npoAyKHHio. 



Ilocny CbK>3eH K. IIlBaG 
ToproBOMy npeACTaBHTenio 

Coe^HHeHHblX IllTaTOB AMepHKH 




1 (6) Ycjiobhji Run HMnopTa TOBapOB, coflepiKamHx uiH^poBajibHbie cpeflCTBa, 
aBnaioiri,Hxc5i npe^MeTOM cymecTByiomHx h 6yAyin;HX hckjuohchkh, yica3aHHbix bo 
Bcex npHMenaHHHx k KaTeropHH 5 nacra 2 "HH(|)opMaii,HOHHaH 6e3onacHocTb" 
CnncKa TOBapOB h TexHonorHH ABOHHoro Ha3HaHeHH5i BacceHaapcKHX 
AoroBopeHHOCTeH He 6y,nyT hbuhtbcji 6onee orpaHHHHTejibHbiMH, HeM ycjioBHa, 
AencTByiomHe Ha #aTy no,n,nHcaHHji flaHHoro nncbMa. 1 

2 (a) IIpaBHTejibCTBO Pocchhckoh OeAepanHH ycTpaHHT jiio6bie 
cymecTByioiu,He orpaHHHerowi, h He 6y#eT npHMeHJiTb nioGbie HOBbie, TaKHe, KaK 
nonyneHHe 3KcnepTHbix 3aKnioHeHHH, pa3pemeHHH h jihuchshh npn HMnopTe 
cjieAyioiHHX KaTeropHH TOBapOB". 

(I) TOBapw, coAep>KaiHHe HiH^pOBanbHbie cpe^cTBa, oGjiaAaiomne 

CJieA,yK)IIl,HMH OrpaHHHeHHblMH (^y HKHHHMH ! 

(a) ayTeHTH(j}HKau,HJi, BKJiiOHaiomaji Bee acneKTbi Kompojia #ocTyna 6e3 

IHH{J)pOBaHHH (jtoHJIOB H TeKCTOB, 3a HCKJIK) l ieHHeM HJH^pOBaHHH, oTHOcjimerocfl K 

napojiHM h H,ueHTH4)HKaHHH H Apyroii no;jo6HOH 3amHTbi AaHHbix ot 
HecaHKHHOHHpoBaHHoro AocTyna; h 

(6) ajieierpoHHaa HH^pOBaa noAnncb c jiio6oh KpHnTorpa(|)HHecKOH 
<J)yHKHHeH; 

(II) TOBapw, co,zjep)KamHe uiH(^pOBajibHbie cpeACTBa, HMeiomne jiK)6yK) H3 
cjie^yiomnx cocTaBJiaiomHx: 

(a) CHMMeTpHHHbiH KpHnTorpa^HHecKHH anropHTM, Hcnonb3yiomHH 
KpHnTorpa^)HHecKHH kjiioh ajihhoh He Gojiee 56 6ht; hjih 

(6) aCHMMeTpHHHWH KpHnTOrpa^HHeCKHH aJiropHTM, OCHOBaHHblH Ha 

nio6oM H3 cneflyioiHHX MeTOflOB: 

A) pa3Jio^ceHHH Ha mhojkhtcjih nejibix HHcen, pa3Mep KOTOpwx He 
npeBbiuiaeT 512 6ht; 

1 BKJHOHaa Mo6HJibHbie Tejie<J)OHbi, Haxofljuimeca b HacToamee BpeMa b po3hhhhoh npofla»e b Pocchhckoh 
OeflepauHH. 




B) BMHHCJieHHH AHCKpeTHHX JIOrapH^MOB B MyjIbTHnJIHKaTHBHOH 

rpynne KOHenHoro nojm pa3Mepa, He npeBbiuiaiomero 512 6ht; hjih 

C) flHCKpeTHOM jiorapn^Me b rpynne, OTJiHHHoro ot noHMeHOBaHHoro b 
BwmenpHBeAeHHOM noflnymcre B pa3Mepa, He npeBbimaiomero 112 
6ht; 

(III) TOBapbi, yKa3aHHbie b npHMenaHMH 3 ("KpHnTorpa(J)HHecKoe 
npHMenaHHe") k KaTeropHH 5 nacTH 2 "HH^opMaHHOHHaa 6e3onacHocTb" Cnncica 
TOBapoB h TexHononffl flBOHHoro Ha3HaHeHH« BacceHaapcKHX .uoroBopeHHOCTen, 
OTHOcamtiecji k TOBapaM ajm MaccoBoro pacnpocTpaHeHHa; 

(IV) KOMnoHeHTbi nporpaMMHoro oGecneneHHJi (BKJiioHaa onepaHHOHHbie 
CHCTeMbi), peajiH3yiomHe KpHnTorpacjjHHecKHe 4>yHKti,HH, KOTopbie He MoryT 6biTb 
H3MeHeHbi nojib30BaTejiHMH, h He Tpe6yioT cymecTBeHHOH no^^ep^cKH 
nocTaBHi,HKOM fljia ycTaHOBKH h Ana KOTopbix noAAep^KHBaromaa flOKyMeHTauHfl, 
noflTBep5K^aioiHaH ^aHHbie xapaicrepHCTHKH, aBJiaeTca o6me,n,ocTynHOH, hjih 
npeflocTaBnHeTca, ecjin oHa He hbehqtch o6me,n;ocTynHOH/ 

(V) TOBapbi c KpHnTorpa<J)HHecKHMH (JjyHKHHHMH, Hcnonb3yeMbie ajih 3aiHHTbi 
TexHonorHHecKHx KaHanoB ceTefl cbh3H hjih ynpaBJieHHH cctsmh CB33H hjih 

CHCTeMaMH CB5I3H; 

(VI) 6ecnpoBOflHoe o6opy^oBaHHe, ocymecTBJunomee HiH^poBaHHe 
HH(J)opMaHHH TOJibKO b paflHOKaHane c MaiccHMajibHOH ^.ajibHOCTbio GecnpOBOAHoro 
fleHCTBHa 6e3 ycHjieHHa h peTpaHCjmHHH MeHee 400 m b cootb6tctbhh co 
cneHH(|>HKauHJiMH npoH3Bo,n,HTejiH; h 

(VII) TOBapbi, y KOTopbix KpHnTorpa^HHecKaa (})yHKHHJi 3a6noKHpOBaHa 
npoH3BO,nHTejieM. 

2(6) 

(I) fljia TOBapoB, no/niaflaioiH,Hx nofl fleMcTBHe nyHKTa 2 (a), IlpaBHTejibCTBO 

POCCHHCKOH Oe^epaHHH pa3peUIHT HMnOpT #aHHbIX TOBapOB, OCHOBaHHblH Ha 

o/j,HOKpaTHOM npe^cTaBJieHHH HOTH(|)HKaHHH b (J)eAepanbHbiH opraH 
HcnojiHHTejibHOH BjiacTH b o6jiacTH o6ecneHeHH« 6e3onacHOCTH o tom, hto AaHHbie 



TOBapw He no^JiejKaT kohtpojik) b KanecTBe iHH(j)poBajibHbix cpe^CTB. JJjin 
BBinonHeHHH 3Toro TpeGoBaHHH npoH3BOflHTejib TOBapa Gy^eT no,zi,aBaTb 
3anojiHeHHbiii 6yMa>KHHH 3K3eMnji5ip 4>opMbi, coflep>Kamyio HH(})opMaHHK>, 
npHBeAeHHyio b npHH05KeHHH k flaHHOMy nncbMy. ToBapbi, onHcaHHBie b nyHKTax 1 
(6) h 2 (a), He noTpe6yiOT jiHueH3HpOBaHHji KaK uiHc^poBajibHbie cpe^cTBa. 

(II) Ecjih HH(])opMau,Hji, aBJiaiomajicsL oxpaHHeMofl co6cTBeHHOcTbK», 6yAeT 
cooGmeHa b HOTHcj)HKauHH, npOH3BOflHTejib Gy^eT onpeflejuiTb 3Ty HH(J)opMaHffio, a 
^eflepajibHbra opraH HcnojiHHTejibHOH BJiacra b oGnacra o6ecneneHH5i 
6e3onacHOCTH 3amHTHT Tanyio HH^opMauHio. Kor^a HH(|>opMaHHfl 06 anropHTMe 
HBJiaeTca oxpaHJieMOH co6cTBeHHOCTbio, b KanecTBe onncaHHa anropHTMa 
npoH3BOAHTenb cooGmaeT (^e^epanbHOMy opraHy HcnojiHHTejibHOH BJiacTH b 
oSnacTH oGecneneHHH 6e3onacHocra HaHMeHOBaHHe coGcTBeHHHKa anropHTMa. 

(III) riOATBep>KAeHHe HOTH(J)HKaH,HH 6yfleT aBTOMaTHHeCKHM, ecjin 

4)e,n,epajibHbiH opraH HcnojiHHTejibHOH BJiacTH b oGjiacra oGecneneHHa 
6e3onacHocTH He CBflflcercji c npOH3BOflHTeneM b TeneHHe 10 paGonnx AHefi nocne 
noflaHH hoth (|)HKainiH no Bonpocy ero cooTBeTCTBHa TpeGoBaHHHM nyHKTa 2 (a). 
IlpoH3BOflHTenK) 6y^eT npeflocTaBJieHa bosmokhoctb ncnpaBHTb He3HaHHTejibHbie 
ohih6kh b fleKJiapauHH. 

(IV) Oe^epanbHWH opraH HcnojiHHTejibHOH BJiacra b o6nacTH o6ecneHeHHJi 
6e3onacHOCTH 6y,n,eT Becra oGmeflocTynHbiii HHTepHeT-cairr, r,n,e 6y,n,eT 
onyGjiHKOBaHO TaKoe nojrrBepiacAeHHe. JIk>6oh HMnopTep hjih nepeB03HHK mokct 
BOcnojib30BaTbca cooTBeTCTByiomeH HH^opMaHHen. Ecjih HOTH^HKaHHa Ha TOBap 
Gbina BHeceHa b peecTp, HMnopTep/nepeB03HHK tojibko yKa3biBaeT, hto TOBap 
noHBHJicH Ha cafiTe b cooTBeTCTByiomeM pa3flejie rpy30BOH TaMo^ceHHOH 
AeKnapaHHH (IT^). ripoHe,zrypa HOTH(j)HKaHHH npe£Ha3HaHeHa ynpocTHTb bbo3 
TOBapoB, nepenHcneHHbix Bbime, h He npHBefleT k 3aflep>KKaM hjih nojiyneHHio 
AonojiHHTejibHbix pa3peineHHH. 

ToBapw, HMnopT KOTopbix KaK HiH^poBaJibHbix cpe^cTB paHee TpeGoBaji 
nonyneHHa 3KcnepTHoro 3aKJiioHeHHji h KOTopbie noflna,n,aioT nofl nyHKT 2 (a), 



6yAyT aBTOMaTHHecKH ny6jiHKOBaTbCH Ha HHTepHeT-caHTe h He 6yflyT no,zyie)KaTb 
npoxo^fleHHio npone,nyp, onncaHHbix b nyHKTe 2 (6). 

3. ToBapbi, coflep»amHe HiH^poBajibHbie cpeflCTBa, h KOTopme flOJDKHbi 
BB03HTbca no jiHneH3HH, npoxoAJiT npone^ypy nojiyneHHH 3KcnepTHoro 
3 aKjiiOHeHHH h pa3pemeHHJi o^HOKpaTHo. Ecjih 3KcnepTy Heo6xoAHMa 
AonojiHHTejibHaa HH^opManHH fljia sKcnepraoro 3aKJHOHeHHH, oh yBeflOMJiaeT 
npoH3Bo^HTejia o Heo6xoflHMOCTH npeflCTaBneHHa rqhhoh HH^opMaHHH b TeneHHe 
10 pa6oHHX flHeii c MOMeHTa no^anM 3a5iBJieHHJi. IIpoH3BOflHTejffl He 6y#yT o6fl3aHbi 
npe^ocTaBjiHTb hcxo^hmh ko,a, h OTKa3 b npeflCTaBjieHHH TaKoro KO#a caM no ce6e 
He 6yfl,eT npHBO^HTb k OTKa3y no 3asBjieHHK>. Ilocjie nojiyneHna pa3peineHHJi 

HAeHTHHHblH HJIH nOflo6HbIH npO^yKT M05KeT 6bITb BBe3eH Ha TeppHTOpHK) 

Pocchhckoh OeflepanHH Ha ocHOBe jraneH3HH, BbmaHHOH b cootbctctbhh co 
CTaTben 2 CorjiameHiw BTO no IlponeflypaM HMnopTHoro JInneH3HpoBaHHJi. 
BpeMa, Heo6xoflHMoe fljra 3aBepmeHHa npone,nyp HMnopraoro jiHneH3HpoBaHHH, 
BKntoHaa BpeMH fljia nojiyneHHH 3KcnepTHoro 3aKHK)HeHHJi, pa3peuieHHJi 
(^e^epanbHoro opraHa HcnojiHHTejibHOH Bjiacra b o6jiacTH o6ecneneHHa 
6e3onacHOCTH h jrau,eH3HH MHH3KOHOMpa3BHTH5i Pocchh He aojdkho npeBbiuiaTb 
3-x MecaneB. Ctohmoctb npOBefleHHH 3KcnepTH3bi n nHneH3HpoBaHHfl 6yseT 
npo3paHHOH h 6y^eT ocHOBbiBaTbca Ha ctohmocth oica3aHHbix ycnyr. 

4. B TeneHHe 90 /men c flaTbi HacToamero nHCbMa poccHHCKaa cTopoHa 
ycTaHOBHT BpeMeHHyio cHCTeMy ajih peajiH3an,HH nonoKeHHH nyHKTOB 1-3 3Toro 
nncbMa. 

5. PoCCHHCKaJI CTOpOHa TaK5Ke BKJIIOHHT B npOeKT nOCTaHOBJieHHfl cnncoK 

KpnTepneB, ocHOBaHHbix Ha TexHHHecKHx napaMeTpax TOBapoB, c nejibio 
flajibHefliHero orpaHHHeHHa oxBaTa TOBapoB, nofljioKamnx npone^ype, onncaHHOH b 
nyHKTe 3. 3th TOBapbi 6yayT npoxo^HTb npone^ypy, onncaHHyio b nyHKTe 2 (6). 




6. ,ZI,aHHbie coraacoBaHHwe npHHnnnbi 6y#yT OTpa)KeHbi b /IpKjiaAe PaGoneH 
rpynnw no npHcoeAHHeHHio Pocchhckoh OeAepanHH k BTO b tom BH,n,e, KOToptra 
.UOjdkch 6wtb cornacoBaH IIpaBHTejibCTBOM Pocchhckoh OeAepanneH h bccmh 
3aHHTepecoBaHHbiMH HjieHaMH BTO. 

7. B to BpeMH, Kor^a IlpaBHTejibCTBo Pocchhckoh Oe^epaHKH npoflOJDKaer 
paSoTy no 3aBepineHHio MHorocTopoHHHX neperoBopOB o npHcoeAHHeHHH k BTO, 
oho 6y,n,eT B3aHMo,n,eHCTBOBaTb c ITpaBHTenbCTBOM CII1A h ApyrHMH 
3aHHTepecoBaHHbiMH HjieHaMH no Bonpocy o paccMOTpemiH 4>yHKHHOHHpoBaHHa 
BpeMeHHofi cHCTeMbi. IJenbio TaKoro nepecMOTpa 6yfleT BHeceHHe GojibmeH jichocth 
h onpe^ejieHHOCTH b nponeflypw HOTH^HKanHH, nonyHeHHa no^TBep^K.n.eHHH h 
nHneH3HpOBaHHa npo,nyKTOB c uiH(J)poBajibHbiMH (J>y hkhhhmh , a TaK>Ke, no 
bo3mo>khocth, flaJibHeiniiee yTOHHemie h pacmnpeHHe C(J>epbi achctbhji nyHKTOB 



8. B to BpeMH, noKa pa3pa6aTbiBaeTca BpeMeHHbra nopjmoK, npaBHTenbCTBo 
Pocchhckoh (DeAepanHH 6y^eT tokhkq bccth flajibHeinHHe ABycTopoHHHe 
neperoBopw c TIpaBHTejibCTBOM CLUA no Bonpocy HMnopTa MoGnjibHbix 
nepcoHanbHbix ycTponcTB, MapinpyTH3aTOpOB, KOMMyTaTopoB h TexHOJiornn 
AOBepeHHbix nnaT(J)opM. 

9. C yneTOM TexHHHecKHX napaMeTpOB, poccHHCKaa cTopoHa paccMOTpHT 
BKJiioHeHHe b npoeKT nocTaHOBjieHHH cjieflyiomnx TOBapoB no nyHKTy 2 (a): 
nonynpoBOAHHKH; nonynpOBOAHHKOBbie MOAyjiH hjih nenaTHbie nnaTbi c 

KpHnTOrpa(J)HHeCKHMH B03M05KHOCT3MH; H yCTpOHCTBa C KpHnTOipa(J)HHeCKHMH 

bo3mo^khocthmh, KOTopbie He MoryT 6biTb ycTpaHeHbi, ho Hepa6oTocnoco6Hbi 6e3 
cnennajibHoro nporpaMMHoro oGecne^emifl, TaKHe KaK b TeneKOMMyHHKanHOHHOM 
oGopyAOBaHHH. 



1(6) h 2(a). 




KpoMe Toro, b paMKax ^BycTopoHHero coTpy^HHHecTBa, mm ^oroBapHBaeMca 
o cjiejjyiomeM: 

1 . ripaBHTejIbCTBO POCCHHCKOH <J>eflepaHHH npOflOJDKHT KOHCyJIBTai^HH c 

ripaBHTenbCTBOM CI11A b nacre perynHpoBaHHa HMnopTa Ha TeppHTopmo 
Pocchhckoh Oe^epai^HH npo,nyKHHH, co,a;ep>KameH KpHirrorpa<|)HHecKHe cpe^cTBa, a 
Taxace b nacre cooTBeTCTByiomero 3aKOHO,n,aTejibCTBa. ITpaBHTejibCTBO Pocchhckoh 
Oe^epanHH h FIpaBHTejibCTBO CII1A flojDKHbi Taioice npoBecTH KOHcyjibranHH no 
o6beMy peryjrapoBaHHH, BKjnonaji pa3pa6oTKy o6i>eKTHBHbix KpHTepneB /j,jih 
onpeflejieHHH TOBapoB, nofljiOKamnx perynHpoBaHHK), h TOBapOB, Kcropbie H3-no^ 

Hero nOJIHOCTBK) HCKJIIOHeHbl. 

2. IlpaBHTejibCTBo Pocchhckoh Oe^epanHH 6y,a;eT npHMeroiTb npoHe^ypbi 
hjih /jpyrne Tpe6oBaHH«, oTHocauiHeca k HMnopTHOMy jiHneH3HpOBaHHio TOBapoB, 

CO^epJKaiHHX HIH^pOBaJIbHbie Cpe^CTBa, Ha HeflHCKpHMHHaHHOHHOH OCHOBe B 

cooTBeTCTBHe co OraTbeH I CorjiameHHa o ToproBbix othohichhhx MOK^y 
IIpaBHTejibCTBaMH Pocchhckoh Oe^epanHH h Coe^HHeHHbiMH IllTaTaMH AiviepHKH 
(17 hiohji 1992). B 3thx uejrax poccHHCKa^ CTopoHa He 6y#eT npHHHMaTb hjih 

HCnOJIb30BaTb npHKa3bI, HHCTpyKHHH HJIH HHbie Mepbl, B COOTBeTCTBHH C KOTOpblMH 

OTAejibHbie KOMnaHHH CI11A hjih hx TOBapbi 6y#yT no^BepraTbca 6onee 
THi,aTeJibHOH npOBepKe OTHOCHTenbHO riojio»ceHH5i no HMnopraoMy 
jiHneH3HpoBaHHK> TOBapoB, co^epacamnx HiH<|)poBajibHbie cpe^cTBa. 

Hajj,eiocb Ha jj,BycTopoHHK)K) paGoTy c BaMH TaK^e b neperoBopax no 
BCTynjreHHK) Pocchh b BTO no sthm BonpocaM. 

FIpHMHTe, yBa)KaeMaji nocoji IIlBaS, yBepeHHfl b MoeM rny6oKOM k BaM 
yBa^ceHHH. 




Mhhhctp 



npHJic»KeHHe 



HonKjmKaijHJi npoH3BOAHTejui npoflyKAHH, coAep)KameH uiH^pOBajibHbie 
cpeflCTBa, Gy^eT BKmonaTb: 

- HaHMeHOBaHHe 3a5iBHTeji5i; 

- HaHMeHOBaHHe npo,n,yKHHH (npoflyKUHfl hjih nporpaMMHoe oGecneneHHe, 
ceMencTBo npoflyiera); 

- u,ejib Hcnonb30BaHHa (BbinojiHaeMbie 4>yHKHHH); 

- Hcnonb3yeMbie KpHnTorpa(])HHecKHe auropHTMbi (Ha3BaHHe h onHcaHHe 
KpHnTorpa(|)HHecKoro anropHTMa h MaKCHMajibHaa AJiHHa KJHona); 

- KaTeropHfl HCKjnoHeHmi; 

- KpHnTorpacJ)HHecKHe (jtyHKijHH, 3a6jioKHpoBaHHbie npoH3BOflHTejieM; 

MaKCHMajibHaa flanbHOCTb 6ecnpoBOflHoro fleHCTBM (TOjibKo Ana 

paAH03JieKTpOHHbIX CpeflCTB CBJI3H); 

- AaTa 3anonHeHHH HOTH(J)HKai],HH; 

- nenaTb/noAnHCb. 



Hanoi '^"November, 2006 



Dear Ambassador Schwab! 

In recognition of our mutual obligation to provide most-favoured nation and national treatment to 
exports from the territory of our respective countries and the obligations of the Agreement 
Establishing the World Trade Organization (WTO), I have the honor to confirm that the 
delegation of the Government of the Russian Federation and delegation of the Government of the 
United States have reached an understanding in respect of the following principles to be applied in 
connection with the establishment of import licensing procedures for imports of goods containing 
encryption technology: 

1(a) The Government of the Russian Federation will apply any procedures or other 
requirements relating to licensing imports of goods containing encryption technology on a non- 
discriminatory basis, consistent with Articles I and III of GATT 1994. The procedures related 
to the notification, evaluation, approval, and licensing of goods containing encryption 
technology, and the process for exempting goods will be transparent and predictable and will 
not impose unreasonable or burdensome requirements on such goods. 

1(b) The conditions for importation of goods containing encryption technology subject to 
current and any future exemptions indicated in all of the Notes, to Category 5 Part 2 "Information 
Security" of the Wassenaar Arrangement Dual Use List will not be more restrictive than those in 
effect as of the date of this letter. 1 

2(a) The Government of the Russian Federation will eliminate any existing restrictions and not 
apply any new restrictions, such as experts evaluations, approvals, and licenses, for the 
importation of the following categories of goods: 

I. goods containing encryption with the following limited functions: 

Ambassador Susan C. Schwab 
United States Trade Representative 



1 This includes mobile phones currently sold at retail in the Russian Federation. 



(a) authentication including all aspects of access control without encryption of 
files and texts, except encryption related to passwords and identification and 
other similar data protection from unauthorized access; and 

(b) electronic digital signature with any encryption function; 

II. goods containing encryption technology which consist of any of the following 
components; 

(a) a symmetric cryptographic algorithm employing a key length not exceeding 
56 bits long; or 

(b) an asymmetric cryptographic algorithm based on one of the following 
methods: 

(A) factorization of integers not exceeding 512 bits; 

(B) computation of discrete logarithms in multiplicative group of a 
finite field of a size not exceeding 512 bits; or 

(C) the discrete logarithm in group other than in item B hereof not 
exceeding 112 bits; 

III. goods covered under Note 3 ("Cryptography Note") to Category 5 Part 2 
"Information Security" of the Wassenaar Arrangement Dual Use List relating to 
mass market goods; 

IV. components of software (including operating systems) implementing an encryption 
functionality that cannot be modified by a user and require no substantial supplier 
support for installation and for which supporting documentation on these 
characteristics is publicly available, or if not publicly available, is provided; 

V. goods with an encryption functionality used to protect the technological channels 
of communication networks or to manage communication networks or systems; 

VI. wireless equipment performing the encryption of data within a radio channel only 
with a maximal range of wireless operation without strengthening and re- 
translation of less than 400 meters according to manufacturer's specifications; and 

VII. goods for which the encryption functionality is disabled by the manufacturer. 

2(b) 

I. For goods covered under sub-paragraph 2(a), the Government of the Russian 
Federation will permit the importation of such goods based on a one-time 
submission of a notification to the federal executive body in the field of security that 
the goods are exempted from control for encryption purposes. To comply with this 
requirement, the manufacturer of the good will submit a completed paper copy of a 



form containing information specified in the attachment to this letter. Goods 
covered by sub-paragraph 1(b) and 2(a) will not require a license for reasons of 
encryption. 

II. If proprietary information is submitted in the notification, the manufacturer will 
identify that information and the federal executive body in the field of security will 
protect such information. When an algorithm is proprietary information, a 
manufacturer will only be required to include the name of the owner of the algorithm 
to the federal executive body in the field of security as the description of the 
algorithm. 

III. Confirmation of notification will be automatic, unless the federal executive body in 
the field of security contacts the manufacturer within ten working days after 
submission of the notification regarding its compliance with the requirements of 
sub-paragraph 2(a). A manufacturer will have an opportunity to cure minor errors 
in its declaration. 

IV. The federal executive body in the field of security will maintain a public internet 
site where it will post such confirmations. Any importer or shipper may rely on a 
relevant confirmation. Once a good is notified and confirmed, an importer/shipper 
shall only be required to indicate that the good appears on the internet site in the 
relevant customs declaration. This notification procedure is intended to facilitate 
the entry of the goods listed above and will not result in any delays or additional 
approval procedures. 

Goods that have previously been subject to examination under import procedures related to 
encryption, and are covered by the scope of sub-paragraph 2(a), will be automatically posted on the 
internet site without going through the procedures in sub-paragraph 2(b). 

3 . Goods containing encryption technology that need an import license shall undergo expert 
evaluation and approval only once. If an expert evaluator needs additional information for its 
evaluation, it shall notify the manufacturer and request such information within 10 working days of 
the application. Manufacturers will not be obligated to submit source code and failure to submit 
such code alone, will not result in denial of an application. After the good is approved, the same or 
like good can be imported into the Russian Federation with a license issued in a manner consistent 
with Article 2 of the WTO Agreement on Import Licensing Procedures. The time period for 
completing import licensing procedures, including the time required to obtain an experts' 
evaluation and to receive approval of the federal executive body in the field of security and 



Ministry of Economic Development and Trade import license shall not exceed three months. Fees 
for experts evaluations and licensing will be transparent and based on the costs of services 
rendered. 

4. Within 90 days after the date of this letter, the Russian side will establish an interim system 
for the implementation of paragraphs 1 through 3 of this letter. 

5. The Russian side also will include in the regulation a list of criteria based on the technical 
capability of the goods to further limit the scope of goods subject to the procedures in paragraph 3. 
Goods meeting these criteria will be covered under the procedures and requirements set out in 
paragraph 2(b). 

6. These agreed principles will be reflected in the Working Party Report on the Russian 
Federation's accession to the WTO with language to be elaborated between the Government of 
the Russian Federation and all interested WTO members. 

7. As the Government of the Russian Federation continues its work to complete the 
multilateral negotiations on accession to the WTO, it will engage the Government of the United 
States and other interested Members in a review of the operation of this interim system. The 
purpose of this review will be to clarify and refine procedures for notification, confirmation, and 
licensing of goods with encryption capabilities and, where possible, to further improve and expand 
the coverage of sub-paragraphs 1(b) and 2(a). 

8. As interim procedures are being developed, the Government of the Russian Federation will 
also engage in further bilateral discussions with the Government of the United States on the 
treatment of mobile handsets, routers, switches, and trusted platform technologies. 

9. Given their technical capabilities, Russian side will consider including the following goods 
in the draft decree and under sub-paragraph 2(a): semiconductors, semiconductor modules or 
printed circuit assemblies with encryption capability; and items with cryptography that cannot be 
removed, but cannot work without special software, such as in telecommunications equipment. 

In addition, in terms of bilateral work, we agree on the following: 
1 . The Government of the Russian Federation will continue to consult with the 
Government of the United States on regulations or legislation under consideration regarding the 
rules for importing goods containing encryption technology into the territory of the Russian 



Federation. The Government of the Russian Federation and the Government of the United States 
shall also consult on the coverage of regulations, including development of objective criteria for 
determining those goods that are subject to regulation and those goods that are excluded entirely. 

2. The Government of the Russian Federation will apply any procedures or other 
requirements relating to licensing imports of goods containing encryption technology on a non- 
discriminatory basis, consistent with Article I of the Agreement on Trade Relations between 
the Government of the Russian Federation and the United States of America (June 17, 1992). 
To this end, the Russian side will not issue or use orders, instructions, or other measures that 
identify specific U.S. companies or their goods and subject those companies or goods to 
enhanced scrutiny in relation to regulations on import licensing procedures for goods 
containing encryption technology. 

I look forward to working with you bilaterally and in Russia's WTO accession negotiations 
on these issues. 

Please accept, dear Ambassador Schwab, the assurances of my deepest respect. 

G.Gref 
Minister 



NOTE: This is an unofficial translation provided by the Government of the Russian Federation. When the official English translation becomes available, it wil 
this publication. 



ANNEX 



The notification by the producer of goods containing encryption technology, will 
contain: 

- - the name of the applicant; 

- name of goods (goods or software, product family); 
purpose of use (executable functions); 

- cryptographic algorithms used (name and description of the cryptographic 
algorithm and maximum key length); 

category of exemptions; 

cryptographic functions disabled by the manufacturer; 
effective range of wireless operation (only for radio electronic devices); 
date of filling in the notification; 
stamp/ signature. 



EXECUTIVE OFFICE OF THE PRESIDENT 
THE UNITED STATES TRADE REPRESENTATIVE 
WASHINGTON, D.C. 20508 

NOV 1 9 2006 

H.E. German Gref 
Minister 

Ministry of Economic Development 
and Trade of the Russian Federation 

Dear Minister Gref: 

I was pleased to receive your letter of this date which reads as follows: 

"In recognition of our mutual obligation to provide most-favoured nation and national 
treatment to exports from the territory of our respective countries and the obligations of 
the Agreement Establishing the World Trade Organization (WTO), I have the honor to 
confirm that the delegation of the Government of the Russian Federation and delegation 
of the Government of the United States have reached an understanding in respect of the 
following principles to be applied in connection with the establishment of import licensing 
procedures for imports of goods containing encryption technology: 

1 (a) The Government of the Russian Federation will apply any procedures or other 
requirements relating to licensing imports of goods containing encryption technology on a 
non-discriminatory basis, consistent with Articles I and III of GATT 1994. The procedures 
related to the notification, evaluation, approval, and licensing of goods containing 
encryption technology, and the process for exempting goods will be transparent and 
predictable and will not impose unreasonable or burdensome requirements on such goods. 

1(b) The conditions for importation of goods containing encryption technology subject to 
current and any future exemptions indicated in all of the Notes, to Category 5 Part 2 
"Information Security" of the Wassenaar Arrangement Dual Use List will not be more 
restrictive than those in effect as of the date of this letter. 1 
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2(a) The Government of the Russian Federation will eliminate any existing restrictions and 
not apply any new restrictions, such as experts evaluations, approvals, and licenses, for the 
importation of the following categories of goods: 

I. goods containing encryption with the following limited functions: 

(a) authentication including all aspects of access control without encryption of files 
and texts, except encryption related to passwords and identification and other 
similar data protection from unauthorized access; and 

(b) electronic digital signature with any encryption function; 

II. goods containing encryption technology which consist of any of the following 
components; 

(a) a symmetric cryptographic algorithm employing a key length not 
exceeding 56 bits long; or 

(b) an asymmetric cryptographic algorithm based on one of the following 
methods: 

(A) factorization of integers not exceeding 512 bits; 

(B) computation of discrete logarithms in multiplicative group of a 
finite field of a size not exceeding 512 bits; or 

(C) the discrete logarithm in group other than in item B hereof not 
exceeding 112 bits; 

III. goods covered under Note 3 ("Cryptography Note") to Category 5 Part 2 
"Information Security" of the Wassenaar Arrangement Dual Use List relating to 
mass market goods; 

IV. components of software (including operating systems) implementing an 
encryption functionality that cannot be modified by a user and require no 
substantial supplier support for installation and for which supporting 
documentation on these characteristics is publicly available, or if not publicly 
available, is provided; 

V. goods with an encryption functionality used to protect the technological 
channels of communication networks or to manage communication networks 
or systems; 
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VI. wireless equipment performing the encryption of data within a radio channel 
only with a maximal range of wireless operation without strengthening and re- 
translation of less than 400 meters according to manufacturer's specifications; 
and 

VII. goods for which the encryption functionality is disabled by the 
manufacturer. 

2(b) 

I. For goods covered under sub-paragraph 2(a), the Government of the Russian 
Federation will permit the importation of such goods based on a one-time 
submission of a notification to the federal executive body in the field of 
security that the goods are exempted from control for encryption purposes. 
To comply with this requirement, the manufacturer of the good will submit a 
completed paper copy of a form containing information specified in the 
attachment to this letter. Goods covered by sub-paragraph 1(b) and 2(a) will 
not require a license for reasons of encryption. 

II. If proprietary information is submitted in the notification, the manufacturer 
will identify that information and the federal executive body in the field of 
security will protect such information. When an algorithm is proprietary 
information, a manufacturer will only be required to include the name of the 
owner of the algorithm to the federal executive body in the field of security as 
the description of the algorithm. 

III. Confirmation of notification will be automatic, unless the federal executive 
body in the field of security contacts the manufacturer within ten working days 
after submission of the notification regarding its compliance with the 
requirements of sub-paragraph 2(a). A manufacturer will have an opportunity 
to cure minor errors in its declaration. 

IV. The federal executive body in the field of security will maintain a public 
internet site where it will post such confirmations. Any importer or shipper may 
rely on a relevant confirmation. Once a good is notified and confirmed, an 
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importer/shipper shall only be required to indicate that the good appears on the 
internet site in the relevant customs declaration. This notification procedure is 
intended to facilitate the entry of the goods listed above and will not result in 
any delays or additional approval procedures. 

Goods that have previously been subject to examination under import procedures related to 
encryption, and are covered by the scope of sub-paragraph 2(a), will be automatically 
posted on the internet site without going through the procedures in sub-paragraph 2(b). 

3. Goods containing encryption technology that need an import license shall undergo 
expert evaluation and approval only once. If an expert evaluator needs additional information 
for its evaluation, it shall notify the manufacturer and request such information within 10 
working days of the application. Manufacturers will not be obligated to submit source code 
and failure to submit such code alone, will not result in denial of an application. After the 
good is approved, the same or like good can be imported into the Russian Federation with a 
license issued in a manner consistent with Article 2 of the WTO Agreement on Import 
Licensing Procedures. The time period for completing import licensing procedures, including 
the time required to obtain an experts' evaluation and to receive approval of the federal 
executive body in the field of security and Ministry of Economic Development and Trade 
import license shall not exceed three months. Fees for experts evaluations and licensing will be 
transparent and based on the costs of services rendered. 

• 4. Within 90 days after the date of this letter, the Russian side will establish an interim 
system for the implementation of paragraphs 1 through 3 of this letter. 

5. The Russian side also will include in the regulation a list of criteria based on the 
technical capability of the goods to further limit the scope of goods subject to the procedures 
in paragraph 3. Goods meeting these criteria will be covered under the procedures and 
requirements set out in paragraph 2(b). 
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6. These agreed principles will be reflected in the Working Party Report on the 
Russian Federation's accession to the WTO with language to be elaborated between the 
Government of the Russian Federation and all interested WTO members. 

7. As the Government of the Russian Federation continues its work to complete the 
multilateral negotiations on accession to the WTO, Russia will engage the Government of the 
United States and other interested Members in a review of the operation of this interim system. 
The purpose of this review will be to clarify and refine procedures for notification, 
confirmation, and licensing of goods with encryption capabilities and, where possible, to 
further improve and expand the coverage of sub-paragraphs 1(b) and 2(a). 

8. As interim procedures are being developed, the Government of the Russian Federation 
will also engage in further bilateral discussions with the Government of the United States on 
the treatment of mobile handsets, routers, switches, and trusted platform technologies. 

9. Given their technical capabilities, Russian side will consider including the following 
goods in the draft decree and under sub-paragraph 2(a): semiconductors, semiconductor 
modules or printed circuit assemblies with encryption capability; and items with cryptography 
that cannot be removed, but cannot work without special software, such as in 
telecommunications equipment. 

In addition, in terms of bilateral work, we agree on the following: 

1 . The Government of the Russian Federation will continue to consult with the 
Government of the United States on regulations or legislation under consideration 
regarding the rules for importing goods containing encryption technology into the territory 
of the Russian Federation. The Government of the Russian Federation and the Government 
of the United States will also consult on the coverage of regulations, including development of 
objective criteria for determining those goods that are subject to regulation and those goods that 
are excluded entirely. 

11 fi Ob 
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2. The Government of the Russian Federation will apply any procedures or 
other requirements relating to licensing imports of goods containing encryption 
technology on a non-discriminatory basis, consistent with Article I of the 
Agreement on Trade Relations between the Government of the Russian 
Federation and the United States of America (June 17, 1992). To this end, the 
Russian side will not issue or use orders, instructions, or other measures that 
identify specific U.S. companies or their goods and subject those companies or 
goods to enhanced scrutiny in relation to regulations on import licensing procedures 
for goods containing encryption technology. 

I look forward to working with you bilaterally and in Russia's WTO accession 
negotiations on these issues.Please accept, dear Ambassador Schwab, the assurances 
of my deepest respect." 



I am pleased to confirm that the delegation of the United States shares this understanding of the 
principles set out in your letter. We also look forward to working with you and your colleagues on 
this important issue. 

Please accept the assurances of my deepest respect. 




Susan C. Schwab 



ANNEX 



The notification by the producer of goods containing encryption technology, will contain: 
the name of the applicant; name of goods (goods or software, product family); purpose of 
use (executable functions); cryptographic algorithms used (name and description of the 
cryptographic algorithm and maximum key length); category of exemptions; 
cryptographic functions disabled by the manufacturer; effective range of wireless 
operation (only for radio electronic devices); date of filling in the notification; stamp/ 
signature. 



